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On the Internet, nobody knows you're a dog

1993.7.5

{The New
Yorker)

O the Internet, nobody knows you're a dog.”
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Captcha

* Completely Automated Public Test to tell Computers and Humans Apart
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von Ahn, L., Blum, M., Hopper, N. and Langford, J. CAPTCHA: Using
Hard Al Problems for Security. Advances in Cryptology, Eurocrypt
2003. pages 294-311, Warsaw, Poland, 2003

L von Ahn, M Blum and J Langford. “Telling Humans and Computer
Apart Automat/ca/ly Communications of the ACM; Feb2004, Vol.
47 Issue 2, p57-60,
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Prevent malicious programs from
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posting spam comments to forums or blog,
voting repeatedly in online polls,

registering and creating numerous accounts,
abuse of search engines,

collection of email accounts from public sites,

sending spam emails and carrying out
dictionary attacks
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* Yan,J.and El Ahmad, A. S. A low-cost attack on a Microsoft CAPTCHA. Proceedings of the 15th ACM
conference on Computer and communications security(CCS '08), pages 543-554, New York, NY, USA, 2008.
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Figure 3: To which side does the block on the bottom belong?
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Drag and Drop CAPTCHA

* Desai, A., Patadia, P. Drag and Drop: A Better
Approach to CAPTCHA. IEEE India Conference
(INDICON), 2009, India

Drag and Drop Characters as - - -
they Appear in the Image f ¥ n

CHARACTERS

m e
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Image CAPTCHA

Gossweiler,R., Kamvar,M. and Baluja, S. What’s Up CAPTCHA?A CAPTCHA Based On Image Orientation.
Proceedings of the 18th International conference on World wide web(WWW 2009), page:841-850, April
20-24, Madrid, Spain, 2009

Ross, S.A., Halderman, J. A. and Finkelstein, A. Sketcha: a CAPTCHA based on line drawings of 3D

models.Proceedings of the 19th international conference on World wide web(WWW2010). Pages: 821-830.
Raleigh, North Carolina, USA. 2010
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Semantic CAPTCHA

* Yamamoto, T., Tygar, J.D., Nishigaki, M. CAPTCHA Using Strangeness in Machine Translation.
2010 24th IEEE International Conference on Advanced Information Networking and
Applications (AINA), Page: 430 — 437,Perth, Austrailia, 2010

Select a natural sentence !

@ | am disgusted at rain every day.

® The curry was so hot that his tongue was burned and he had to
go to the hospital.

® | saw the movie of fascinating of which | of my early childhood
was reminded.

® Be {o eat rice when | return to Japan.
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Text/Audio/Video CAPTCHA

* Recognizing handwritten words

* Listening audio with background noise and
recognizing the content of the audio

* Watching video from YouTube and typing
words describe the video
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(Jualifying question

Just to prove you are a human. please answer the
fnilm'!.'ing_ math challenge.

Q: Calculate:

wime(ra= 3|

A

-5 _w

Note: If you do not know the answer to this question,
reload the page and you'l get ancther question.
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MNo premium user. Please enter the one that can NOT be
created from the unfolded pattern, 29 seconds remain.
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Mo premium user. Please enter all letters having a @ below.
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Four letters with E Cownload via TeliaSonera
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Ajax Fancy Captcha

Varify that you are a human,

drag pencil into the circle.
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_ getaquote > |
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reCaptcha

e |tis estimated that over 200 million CAPTCHASs

are typed every day, each taking roughly ten
seconds of human effort—that’s 500,000

hours per day
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reCaptcha is used in more than 40,000 Web sites and has
transcribed over 440 million words.

— LR T MUz 2 A GeXE A, AH YT 0176004
h\%%%ﬁ%kiﬁ¥%T

— Luis von Ahn, Benjamin Maurer, Colin McMillen, David Abraham,
and Manuel Blum, reCAPTCHA: Human-Based Character
Recognition via Web Security Measures. Science,
321(5895):1465--1468. 2008.
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ACM International Conference on Knowledge
Discovery and Data Mining

— ACM SIGKDD Workshop on Human Computation,
Paris, France June 28 - 28, 2009

WWW 2009
ACM SIGIR 2009
Communications of the ACM.2009

Science 2008
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* Are you human?-> Captcha—=>reCaptcha—> H /K

)27 BUUR ) )

* Egele, M., Bilge L., Kirda, E., Kruegel, C. CAPTCHA

PDF pdfFactory

smuggling: hijacking web browsing sessions to
create CAPTCHA farms. Proceedings of the 2010

ACM Symposium on Applied Computing. Sierre,
Switzerland. Pages: 1865-1870,2010
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Weh Server Cantrolled
by the Attacker

3. Malware requests
CAPTCHA

2. Malware intercepts

request

L 4 CAPTCHA

challenge

5. CAPTCHA solution

1. Victim imitiates request

6. Malware

replays request

Legitimate Webh Server

Figure 1: CAPTCHA Smuggling
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Another View of reCaptcha

* Captcha—=>reCaptcha—>

* Utilizing wasted computing power of

computers -2 utilizing wasted human brain
power
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Utilizing wasted computing power of
computers

* |tis reported that most desktop machines are busy less than 5% of
the time over a business day

 Great Internet Mersenne Prime Search (GIMPS) started in 1996,

AR

e 1997, use volunteer computing for optimal mark golomb rulers and
cryptography.

* The most well-known volunteer computing is SETI@home project
[6, 7]to search for the evidence of extraterrestrial life.

* Grid computing
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Distributed Computing Information in Chinese

."J

B XTI el XaEH WENE ERFTH# otk

SETI@home | Search for ExtraTerrestrial Intelligence at Home. T SETI@home
RINEEE (MR -NEEEITERATAAEA"Y 1 BT RIEE R
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SETI@home logo

Hx (2]

1 anferhnAJ6mE

2 #ZFiRs

3 MEME

4 SRS
4.1 Mear Tima Persistency Checker (NTPCKR) (i =f7R50
AitiEtz )
4,2 Astropulse
4.2 Radar Blanking ¢ EikiEa)

5 FFRATHEI
5.1 RFI Rejection { Fike FHiHmH] gpy THBRTMASERHGR. ZEH
5.2 Multiple Frequency Observing { EMZEME ) FxozEe
5.3 Gigabit up the Hill { HBFETE) 1999£5H17H LBTrEETFe s
& IS A mEfER T e FiEiT, AT FefERFRN
6.1 Potential closure of Arecibo Observatory SEHThome Clasiic. :
: T : : 20054EB8H 27H FEET BOINC
6.2 Alternative distributed computing projects TemEEE
6.3 More restrictive computer use policies in businesses 20054125150 SapresTe
6.4 Funding §7 SETI@hcme Classic.
6.5 Unofficial clients 200655 H3H FEFEFEESE
7 s HAEFR® E5EEE SETI@home
L — —_— e
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Computational Structural Biology + Docking@Home - DNA@home - DrugDiscovery@Home -
GeneticLife@Home - GPUGRID - Malariacontrol.net - Malaria Control Test Project - POEM@HCME -

e H R&LPH@home - RNA World - Rosetta@home - Scilink - SIMAP - Superlink@Technion - The Lattice Project
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Spinhenge@home + pFluids@Home
AZxEdEmE . : :
SE Bicchemical Library - Evo@home -DyvnaPing - Luxrenderfarm@home
ABCi@home -« Collatz Conjecture - Goldbach's Conjecture Project - Mersenne@home - NFS@Home -
#MEBWE primaboinca - PrimeGrid - Ramsey@Home - Ramsey@Home Test - Rectilinear Crossing Number - RSA
Lattice Siever (2.0) - Sudoku@vtaiwan « SZTAKI Desktop Grid - WEP-M+2 Project
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reCaptcha = utilizing wasted human
brain power

* Utilizing processing cycles in human brains-
computational power of humans

 solving difficult problems that no known
efficient computer algorithms can yet solve

— Captcha—>reCaptcha—>

— Utilizing wasted computing power of computers
- utilizing wasted human brain power
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Human Computation

 Games with a purpose

— ESP Game -image tags

e Luis von Ahn,Laura Dabbish.Designing games with a
purpose.Communications of the ACM.Volume 51,Issue 8
Auqust 2008

* Google Image Labeler
* Crowdsourcing marketplaces
— Amazon Mechanical Turk

* reCapcha
— reCAPTCHA -OCR
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Player 1 guesses: purse Player 2 guesses: handbag
Player 1 guesses: bag
Player 1 guesses: brown
Player 2 guesses: purse
Success! Agreement on “purse” Success! Agreement on “purse”
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0:11 The ESP Game 2100

Time Left

Taboo Words Your Guesses
MAN

BEARD

Pass

S 2002200 zamegie Mellon University, all rights resenre nding

. d Patent Panding
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(1) Asymmetric verification ©utput y,
accepted
only when
X, =X,
player 1 player 2
(2) Symmetric verification ~ Outputis
accepted
only when
Y=Y,
-y, X— -V,
player 1 player 2
TABLE 11
EXAMPLES OF SOCIAL GAMES
: . 24 Yl : Plaver Reguirement 2 :
Game Structure Verification Method | Game Mechanism g N Examples
Num of Plaver | Game Play
Collaborative 2 Synchronous ESP, Matchi, Squigl, OntoGame
Output-agreement Symmetric Hybnd Multi-players Synchronous | Common Consensus, Social Herocs
Hyhrid Mulu-players Asynchronous Gopher Game
I LI S ey Collaborative 2 Synchronous TagATune
nput-agreement ymmetric Hybrid A NTA N
Collaborative lorl Synchronous Peckaboom, Verbosity
Inversion-problem Asymmetric Competitive 2 Asynchronous Dogear, CyPRESS, CARS
Hybrid 1 or Mulu-players | Synchronous Phetch
Collaborative Z Synchronous Restaurunl Game
Symmetric Competitive N/A N/A N/A
o Hybnd Mulu-players Synchronous Diplomacy
L oraLon Collaborative N/A N/A N/A
Asymmetric Compelitive N/A N/A N/A
Hybrid NTA N/A N/A
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AN

e Foldit, #2472 5 H i B B £ = 4E ARt ik

— R

j Click to learn more about the
science behind foldit.
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Serious Game

— Utilizing wasted computing power of computers
- utilizing wasted human brain power

— Captcha—>reCaptcha—>
- Game with a Purpose

— Serious Game
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J. Creutzfeldt, et al., "Exploring Virtual Worlds for Scenario-Based
Repeated Team Training of Cardiopulmonary Resuscitation in Medical
Students,"

Journal of Medical Internet Research, vol. 12, Jul-Sep 2010.
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Chapter 18

Serious Game Framework for
Design of Medical Applications

Yingxiao Xu
CETI, The Ohio State University, USA & Fudan University, China

Jay Ramanathan
CETI, The Ohio State University, USA

Rajiv Ramnath
CETI, The Ohio State University, USA
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i

Biomedical Informatics

Serious Gaming Options for Medical Training

Presented by
Yingxiao Xu
Visiting Scholar,
Computer Science & Engineering
The Ohio State University

Wednesday, January 12, 2011

10:30-11:30 a.m.
3167 Graves Hall

ABSTRACT: Serious Games are an innovative training method to make learning
more enjoyable, effective and cost saving in many disciplines. By applying the
theories of learning and theories of gaming to the field of medical training, we
illustrate how games can help the cognitive, skill-based and affective learming in
medical training. For typical learning outcomes, we give the possible game
designs with different game styles to facilitate the learning process and overcome
the problems facing in traditional training approaches. In addition, we talked
about how games can be used as a means of human computation to help the

Knowledge organization. Finally, by analyzing the player's motivation, game
attributes and its influence to the training effect, we discussed some of the

medical serious game design principals.
L]
A Medical
f‘ Center
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Lea rnm(% object

Representing static knowle

Learning Object3--

Learning Object1--
declarative knowledge

declarative knowledge

depends

Simple cuboidal epithelium:
* cross-sectional shape of each
cell is hexagonal
* Perpendicular shape is

.‘:_ _____________

simple cuboidal
epithelium

cuboidal

simple cuboidal
epithelium

é depends
Learning Object2
declarative knowledge
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Learning objects

e Self-contained — each learning object can be consumed independently
* Reusable —a single learning object may potentially be used in multiple

contexts for multiple purpc, .
| 8 Typical Animal Cell |
Roll your cursor over each 4

organaiie o read its name. o
and function. f#‘

--.-":';i'!-"'.'

Vit | that are close to the nucleus. The apparatus packages, modifies, and segregates f \
| Back | proteins for secretion from the cedl, for inclusion in lysosomes, and for incorporation (| Next

o the plasma membrang. e

PDF pdfFactory www.fineprint.cn


http://learningobjects.wesleyan.edu/our_process/workbook_help/index.php
http://www.fineprint.cn

Serious Game Framework for Design of
Medical Applications
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Fact Recognition and Recall Procedural Learning Tacit-to-Explicit

Procedural Subject matter Subject matten Subject matter Judg
Steps expert expert expert

Fentify the proper procedure .

Information

"Match the tools

1)

%
o> noj:
o=

o

Composite Game

Human Computation
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Human Motivation
Social Needs

Convenience
Engage the
audience
Impatience

Goal driven
Enjoy proper

challenge

Encouragement
(incentives)

Encouragement
(spirit)

Continuing

Encouragement

Reputation
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Design Principles

Humans are social animals needs social communication and will be happier in social
interaction , so interface can connect to social network or provide a place for
different people to communicate.

Portal suggested to provide all resources in one place.

Declare the project as interesting and groundbreaking.

Game sessions should be short to encourage people to play e.g. during quick
breaks.

The game should designed "Easy to learn".

Actions can be pre-recorded in multi-player games in case the number of online
players are not enough at certain time periods.

Describe the goal clearly and set several different levels of goals

The task in game should have time limits.

Although designed "Easy to learn”, The game should "difficult to master".

The outcome of game should be uncertain with randomness.

The game should contain different levels of difficulty allowing the player to choose
the degree of challenge.

Declare extrinsic incentives(such as opportunity to win IPOD kit).

Assign points for players' operation.
The task in game should have time limits.

Small, incremental rewards should be given when player making any progresses;
Game should provide new challenge and new fun continuously.

Rank list or high-score lists can be used to stimulate player.

www.fineprint.cn
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» Simulatian = Teach about the » Real-world = Real-world problem
insights consequences of problem salved sohved
making decisions = Problem solution = Problem solution verfied
REH'-WDI"C' = Ability mine verified by though multiple game
intelligence from multiple players scenarios
Proh!em events and = Problem solution verified
solvmg decisions by multiple players
T
" P .‘
Model of Mmﬂ*s';f;mﬁﬁm Physical | [ PONST Game1 (=) Game2
iai Fhysical 5 s
Digital ysical Space (Farm Barks) SF:_ : He S
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* A Symbiotic Computing model in
http://symbiotic.agent-town.com/03-e.html
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Reuse by Placement
* Reuse by Placement: A Paradigm for Cross-

Domain Software Reuse with High Level of

Granularity

' Domain1 | |

Domain2

meet

<{-has

Attribute
exposg TR

implant
Requirement >

Placement
Point

!

—@ Existing Software

PDF pdfFactory www.fineprint.cn



http://www.fineprint.cn

Mirror

il Heapahiuis jpree— Fiolz The Mirror Scapes
| oY) - . -
vors il i —_— et m e I Scape...Y |e.g.Healthy Loving)
corsTne ko "““:rh"":l'g Fresenca A iy enlabarss R ¥ il
carETEmramnlg [ SO ETET uzarG CESTIpn g |
- " :E?M — graspID rriatinehia | Scape... £ (8.9. Small Farm)
rifyHy mdlndab yirtaal by T M
it gy el il oL, mlfr Ceta SHFE---KN-‘Q Gao Game)
rades [ETRIERTTE zhed nezbonl rng Al (NREREELTHIIT S + Wﬂl’ﬂiﬂh‘ﬁ“"P Irftems |
crnLiate k el arinlizbe — ; J
& ';:::_; F InlarseonTepald y Azt Puctors
Hrape | rlraelinr 'Y arinne F Y Eniities “ﬂif / i -
vitsclior eslny  A————1 {Physical]
RS LolE b speed . - f X N Subscrbed
EunniFL b Arotanceid e tessistien TR [ / Scape-specific visw of Putiir
el I el HE T ' Assets and Events, & (readiwrts
i e "—‘L mainteta ez | ypeil + B o0 3
! I p— P | Exacution irace ]
consatrairlic Yy i 5 iLnle Fui e =
ety | ] crnL % .
Ty P Vs + The Mirror Mediator - Onlology and Data Base
atilzle : = :
AR=anT Membersip Azl INIErECanCo IR 3 o A Mirror scape: Singbe consistent
+ vyerlD useril g 5
SraLpil LERIIY greagid [ Everis view of Assals and Events,
Evart erane e i 0 arapalr aszalic $pE‘t'I.a.| Q:,rher Mﬁmﬂ'"
wvurild syurliD rEamTip awanld ry
b e rgin tinis o Mirros Enging Services
arzsancak T He . . &
ST mdvBy erd0s nliyBy FE— » Configuratian sam;as_ .ID dE‘h.E Scaps ':I.t*ﬁl.ﬂ
=rc lime L crinthate L HE - - = GIS layer and application services and visuaizeton
iy iRy i kY imarselindn # Manages Scape objacts and nstances and histary
Aaras - EinCets artrala :_'J"c",’;:j'_';rn'""’"‘ « Exzcules Infaracions and apolies rules, sequences iteractions
descr ptian & | I ! A SArTimS « Manibors, pushes infoematan
;;‘:_L;I!_ ¢ - end'l'!rre » Lindates traceability informafion of olwects and associafions
P - - Uar p‘:;;x " & Applies domain nases and onfologies
sanbaAlae p— ey = Quary and information synihesis sarnces
FELELLE] ;
:_\:’3 o il ) weerrame  Pl— kLl = Madales across dals bases
modtin | L ) =T T et catelZy » Imporiexporl of dala and meta dala
b=y Cevlr> - cxlndaw i . Et'ﬂll"ﬂ'!,l
M 250y Y D | ny-i-many = Irfagrated tooks for analyss and decisan-making
i I* oninity associalions
daspion e
name
wellyHy ¥ =
aszr Pk v wellr Dok e ackian nls c
ey 2
usEL asarREEian cliDake inle e goniD: oy
Mama — rararm Lscrd
Hame uzzrkd Lerd
miama L] —l_ uapahl
iy relelon
qerer iy
AL a ridfnlars
2| g fobales lgm Pl
mefSy
moilabe
Cildsy
il Tk

PDF pdfFactory www.fineprint.cn



http://www.fineprint.cn

] CityEnmergyManagement HealthGame Reasl Estate Live Search Mirror Framework Services - HE Mirror Framework Services - EnergyMgmi Mirror FW Services - ResEstat

Cafe/Bar with live mus=ic

PDF pdfFactory www.fineprint.cn



http://www.fineprint.cn

QoE Measurement in Cloud
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File Configure Help
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Login:
Passwortd: (eessssssaw

Test Status:

User Name: |mtest

Loading VDFilot-TestApps workload. ..

Dretecting NIC to initiate packet capture  selecting \Device\NPF_{FO46E85E
Pleaze enterthe usemame and password

Wuthenticating User Name and Passwoard. .. Successfull

FProxy connection successfull

Running VDPFilot-TestApps workload (VCL) . Completed

Sending packet capture to VDBench Server._. Completed

Successfully received VDBench analysis results... Proxy connection success
Running VDFilot-TestApps workload (VD)

Test Hesults:

e M e

Open Time: 7.882638 seconds
Render Time: 213461 seconds

Media Flayer:

Open Time: 1.541325099999908
Wideo Quality: 7.5111

Playback Time: 28 4027 seconds
Data Transfemred: 213.336 MB

Dpen Time: 33.310743 seconds
Render Time: 91.6223 seconds

Open Time: 64 69092509559999 seconds
Render Time: 32 5019 seconds

q] 1
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WDBench Analysis Results for VDPilot-TestApps workload initiated at 02:30:59
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VDBench Framework—Physical System

The client connect to cloud through Internet or network emulator.
The client reserve cloud resources(virtual desktop) through web portal.
The client access virtual desktop through RDP/PColP protocol

The automatic test application deployed in virtual desktop will be activated.

The test application will send marker packets to broker server
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