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create table Users(

inner id int not null
unique identity(1, 1),

userid char (64)
primary key,

passwd varchar (64),

username varchar (128),

gender varchar (1)
not null,

email varchar (64)
not null,

status int not null
default o
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JSP for loginFo =
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[.-iEJEPf{:rr loginForm form l_l - > = 7

F

userid - " or 1=1 or usend=

password -
[ Submit ][ Cancel ]
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SQLsEANEY T‘éf—%ﬁJ “F~ — code

public boolean validateLoginSQLInjection2(String userid, String password,
String authcode){

List<User> userlist = userDAQO.getHibernateTemplate().find("from User where userid = " + userid +" and
password=""+password+"" );

try{

if (userlist.size()>0)

return true;
}
catch(Exception e){
return false;
}

return false;
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SQLZENEY & B T~ —initial data

insert into Users (userid, passwd, username, gender,
email, status)

values
(‘'weili', 'weili', 'han weili', ' M', 'wlhan@fudan.edu.cn’, o)
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create Procedure proc_SQLEject
@Password char(64),
@UserID char(64)
as
SELECT count(*) FROM users WHERE
UserID = @UserID AND Passwd = @Password;
if @@RowCount = o
begin
return o;
end
else
begin
return i;
end
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Submit
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create procedure sp_MySProc @input varchar(128)
as
exec(@input)
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Content | Major | Minor | Compressed
Type | Version | Version Length

Plaintext
(optionally
compressed)

encrypted
A

MAC (0, 16, or 20 bytes)



1 byte 1 byte 3 bytes 0 bytes

1 Type Length Content
(a) Change Cipher Spec Protocol {c) Handshake Protocol
1 byte 1 byte 1 byte
Level | Alert OpaqueContent

{b) Alert Protocol (d) Other Upper-Layer Protocol {e.g.. HTTP)
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Client

Server
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Establish security capabilities, including
protocol version, session 1D, cipher suite,
compression method. and initial random
numbers.
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p server,hel\n,done

Server may send certificate, key exchange.
and request certificate. Server signals end
of hello message phase.

Certificyta
Client

ke _eXchang,

cer !.ﬁmge_‘ven. ”

Client sends certificate if requested. Client
sends key exchange. Client may send
certificate verification.

change .

finisheq

W
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Change cipher suite and finish
handshake protocol.

Note: Shaded transfers are
optional or situation-dependent
messages that are not always sent.



B BT 3
@ X P um KA, 55 in A I — 4 client_hello
server_hellof 3¢, HAMFE KIS
o hRAS: 7 P ) B imy SSLARUAS
o BENIEL: 75/ umA R BENLEL, 7k
o %ZAID: LIEARIRAT
o EIJR: P FFHIINEFIENHAETER
o JEAHJTIk: B SCIFHIRAE T AP R




7~ M

o MRS AFH EHEH, HILEKIEHDHCAIUES

certificate

@ KIENRSs 4 B AL el Wserver_key_exchange

@ k55#8 M1 % P 5 SRk Hicertificate_request

@ KiXhelloZ: Wk Wserver hello done



CH

TERS: 2% R R

@ KiXH W CAIF Heertificate, R FEEH

@ RIXH ' E ISR ¥k W client_key_exchange

@ JIXUEF S ETR X certificate_verify



X- JL = R =
frEcd: 45K
@ %X /7 ki%change_cipher_spec#i X

@ RIXIEFEIL. F% 4 T W finished ik 3, L6 UE%5 05
A RN LS B 1 FE 2 DT Y

@ k% #% &Ki%change_cipher_spec#lt 3

@ k5545 K ixfinished i



/ﬁi:' EFH'J = & b
@ 101 M% 2 5 SSLic k% =UAH [A]

@ {ERFC2246 %€ X

@ |EH LT SSLvs



HTITPE& =+ /=

o HTTPWMN SCVFIZFE 0 ZFE Ak 554315 RIS MKz

AT TS JZ.AJZ&WebHE N2

o HTTPIIRS 28 HE . Web/R& 284105 &0
(RS SR R BAE(S B, HTTPH] BEXTixX EefE B ke
RAMAEARI RS, MmitEs H 2 {E B .

\|\



———

L AR XA IR ]
o AN AMEIMNLS-HTTPZ fR4 Internet | &5 1)
Mg B Z 2.
o Bﬁ%lntemet%DWebXT% rIGUER ok H g, PR
IWSOR N SO 2 B 75 22 S A B

o S-HTTPH] H b2 PRUEES K R I M A 5y B AR Hn 22 4 o S
HTTP{#Web%s ' Al Ak 55 s b T2 2 fmiP 2, HGEAR
Pl 2 21

o FIFIS-HTTP, %4 k55 as IINEEFIZE 2445 B B2 R
FE, Za% P ISR AZ FRIGUE B . 5’4@]57%@
ISR, DALHTHTR A RS R P 4,
YN e aax%ﬁﬁim

H
i g e A

o

RV



———

LD TEIT IR 2

o FPRinEn] LAV AHE R EEHINE ﬁ[l
REIE & /\’Eﬂﬁﬂ , MEFT PN, BF

AJ AT e N SR ﬁﬂﬁ%%ﬁﬂ%f#ﬂﬁﬁﬁﬁﬁ%
HE R Iﬁ“ , H HiWebmaster '] H& IN%E .

o &L 2418 CGUHIARE P 1251, XA 224
Be & A, CGIIAHE X S-HTTP/E B =k #EAT Ak
H, URERSHEEES. %,




S-HTTP5SSSL
o SSLANEFS-HTTPZ ANET 5 #H —2HTTPHIELE, R

SR T Webif#i FH; 1T & N 28 1d Socket ik (5 &,
SSLA —NMiE 1t Socket = X 2% 7 AR 55 28 2 ] R ZH 55
AT Z 2B, EHTATCP / 1PN

?S:



http: { [www.compxyz.com
IP: 153.142.10.102

https:/ /buy.compxyz.com
IP: 153.142.10.100

Web M3
Web B%®  col.cnabled WEB £

IP: 153.142.10.X



g

! HTTPS BiE
T

P -
m
E‘.‘:ﬁ B ke b
B
b5 1 E b5 2
https:/ /buy.compxyz.com = hittp: [ /www. compeyz. com
IP: 153.142.10.100 E_ 1P: 153.142.10.102
SSL oS = HiRIAE

redundant BIG-IP
pair

I s _ SSL-enabled

Web



———

SSL/HTTPSey 241k
o Fok o A A7

o ZRIEE

T

B %5 S vk

M VPR 1], WebP b 28 F s 4

125 5 AN m%ﬁaﬂ =

° 19994F,

B #HE D& EH K B 12817

PInE A (PGP)

o Ko H e

KA

15600 % P FE K DES Ml 512437

[ RSAE V-



Bl B E i ETE M.
Zpe_FRE S A BRREE RIS SR S RIAE

=N

CELE T REmEEs 1)
= |i$=*E1"“E [M?'|

22 4 4y X

on ESEE s TREER S EAEEREN. BiENS
?. R EIEHH B,

My EEFIEPHEETEEETRAEME. THEE
IEPLENEREESE(E TRk,

& EEEIEHRI AR .

v %Eih‘fﬁﬁ—’l‘“—%fﬁiﬂEE%WWEE%EEEH‘H%

i

i e

I & ) | EEIEH W |

HTT

PS3E L33 2

B | pmER | RS

E%- EHER

AER T IEREIEA— 1 35 A E e L .

o p

mEE:

1z1s.nsfe. gow. on

Internet-baze Science Information Swystem

T3k AN zo01-z-75 Al zoos-2-25

il &% (3)

fiRE




AN EFLZHE

"a,
.....
']
L4
'

@ LAEHARFN
N @ KRR A




XSS K FH [ 18]

C
% SRF J . 7 1l
SREEN!
A N B 1

N4
e P

C
APTCHA



XSS A& H- B 1#P

o R A 11X b s AR RE AR FEAIIATOR B Web iz 55 4%
HIHR N\ 21 Web TUIHT #0880 BIAIA (H JavaScript .
JScript, VBScript ZHATES G)#) éllﬁu%ﬁﬁﬁ

PRI RIBNSRBFINEBEHAN, Blar £l
I (XSS) Briti
* XSS Wil 2 FEONRUR R, WA E A K 4

i Sy g e IR A

WHER, B ID, mﬁ% Fﬁﬁ%ﬁm R BEAT kAT
T A ORES /A ID 2R P BIRS AL BERE. AR H AR
Web i (i A Y%‘é%i" AR5, w9 PT HEIE B = A
HPER.




XSSA LBy #P (£3)

o N T AEHARAKE IR 7] % = 1 2
e VAN AT RS, b anE A
7, Web ﬁ&nﬁ IRt ST =

K, Wi

ﬁ__‘_ué_‘l_; u e ,/e‘, ﬁﬂ% WEb }_L
P R %%é, SR J5 Web N FH &

J&L—l%/\ﬁlﬁ—f

Frt = M ARE

MoK T =16 15 B

> Web v 55 _EHY

LIS

5 ﬂlﬁﬁ F'
DAY EE PN

T E = HAFER

HEX. &#idiXfp g

\ |

AN S — AT
R AT DA

o IXHLLEI T W RE
FEUE, B R H—

A

e

cookie. ~Jf SSL @_Tﬁ\ lﬁltﬂxfﬁjﬁ%kiﬁﬁ Ea

il — ZR B () Bt




———

i%%g‘c XSS Iﬁ(f&é@ﬁﬁiﬁl

o F E jz 1% A —
F' ID ( test' ) i EEB ( test Y él%ﬁﬁdm S DT 1] H B ch IH:JI% FHF' 16 A
RS %ﬂlﬁﬁ ANV E AR E] T — AN Web TR IR NOBR =
AR BEAR BT AL
o HJHK F IS SN ID XUAHE: <scr1pt>alert('Test’)</script>o
. ﬁj:):a*ﬁf\i%éﬁ%%@hz/l\ JavaScri t%ﬁb ZH.: "TOBE DONE.",
TEABHIIE IX -0 4 5 52 XSS ZRAL ) Bl o
o PRI ESES U? JEH 1 IR S| AF] URL H, XA URL ¥
FEFTHEAC 1 H 15 )2 5 %€ [7] 2] malicioussite.com.
o i‘ZﬁﬁfﬂLﬁ%AHEﬁ%ﬁ%ﬂJﬁt Web ufi s [P H P ) ID f 350845 BAL b
B A 2 1 Web i 51
o TIHUHI T ID F1%5 ﬁ%ﬁ']ﬂfl]zlimﬁﬁi)ﬁ, ks 38 it 38 ok X A 1] PR ER il
FF P 3 LA s A 224 B I Pl T R A 1
J g’:ﬁ@iﬁkﬁﬁﬁﬁﬁf El’_JiiK)J F P 1] B B o 2 30 28 i 2 I 4R
v . T RN Tﬂﬁj Wi E 5 AREER, %W’E/]%?‘ﬁ%ﬁ@]g
%E’Jl_]iﬁ ﬁﬁé ig?ﬂéffﬁ%a@f@ﬂﬁﬁ I REFHETEUE S 2 MR



XSSE A R A 8) IR IR
* Web 55 85506 U4 (KR, B A OO 4 4

R UL TH
o FLVFH P S A IF RN P RN, (B3 R0 Uk S
A




XSSa9 fEar &5 IR

Attacker

Web Server

Post Forum Message:

Subject: GET Money for FREE !!!
Body:

<script> attack code </script>

Did you know this?

GET Money for FREE !!!
<script> attack code </script>

Re: Error message on startup

.

I found a solution!

Can anybody help?

Get /forum.jsp?fid=122&mid=2241

Error message on startup

This is only one
example out of many
attack scenarios!

GET Money for FREE !!!
<script> attack code </script>

v

111 attack code !!!
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Dear PayPal valued mem

Dear valued PayPal® member

It has come to our attention that your PayPal® account information needs to be
updated as part of our continuing commitment to protect your account and to
reduce the instance of fraud on our website. If you could please take 5-10 minutes
out of your online expenence and update your personal records you will not run into
any future problems with the online service.

However, failure to update your recards will result in account suspension.
Please update your records on or before June 5, 2006.

Once you have updated your account records, your PayPal® session will not be
interrupted and will continue as narmal.

To update your PayPal® records click on the following link:

https: /fawew, .com/cgi-binfwebscricmd= |ogin-run
Thank You.
PayPal® UPDATE TEAM

Accounts Management As outlined in our User Agreement, PayPal® will
periodically send you information about site changes and enhancements.

Visit our Privacy Policy and User Agreement if you have any questions.

T~ [Httpillp-p-p.sul.wew.paypal.com/ |
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